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Enhanced cloud storage access control scheme based on attribute
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Abstract: In order to ensure the security of data and privacy in cloud storage, an enhanced cloud storage access control
solution based on attribute was proposed. By designing a common set of attributes, attribute-based encryption(ABE) was
integrated into XACML (eXtensible access control markup language) framework and the goal to ensure the confidential-
ity of sensitive data and to provide fine-grained access control was achieved. Considering the efficiency of ABE is very
low when it is used to a large amount of data, symmetric cryptography was used to ensure the confidentiality of the vast
amounts of sensitive data while ABE was used to protect the small number of symmetric keys. Experiments show that the

scheme can ensure the confidentiality of the data and privacy and its performance is superior to other similar systems.
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public EvaluationResult frndAttribute(String contextPath,Node namespaceNode,URI
attribute Type,EvaluationCtx context,String xpathVersion){

AttributeFinderModule module=(AttributeFinderModule)(it.ntxt());

EvaluatonResult result=module.frndAttribute(contextPath,namespaceNode,attribute Type,
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public class SamplePolicyBuilder
{ ..

/IRRIEDOFRE BT BR B4 “ RIS REF B IR S5 A B TIE HRE2 A5k =i A A BREREURF” Mg X ACMLAYT )4 i 5 it
public static Target createRuleTarget()throws URISyntaxException{

IR ARG W B S5 REFHBE TS5 R I k42 Rk = A

List subject=new ArrayList();

String subjectMatchld="utn.oasisnames.tc.xacml1.0.function string-ins-in"

URI subjectDesignator Type=new URI("http://WWW.W3.0rg/2001/XMLSchema#string")

URI subjectDesignatorld=new URI("un oasis names.tc.xacml.1.0:subject:subject-attnbutes”)
AttributeDesignator subjectDesignator=new AttnbuteDesignator(AttnbuteDesignator. SUBJECT_TARGET subjectDesignatorType,subjectDesignatorID, false);
StringAttribute subjectValuel=new StringAttribute("tutke=manager")

StringAttribute subjectValue2=new StringAttribute("tutke=staft and name=zhangsan")
subject.add(createTargetMatch(TargetMatch. SUBJECT,subjectMatchld,subjectDesignator,subject Valuel))
subject.add(createTargetMatch(TargetMatch. SUBJECT,subjectMatchld,subjectDesignator,subject Value2))
IR GEIRIREWE SR R FRA s

AnyURIAttribute resowce Value=new AnyURIAttribute(new URI("F"))
resource.add(createTargetMatch(TargetMatch. RESOURCE  resourceMatchld,resourceDesignator,resource Value));

IR SR W AR

StringAttribute action Value=new StringAttribute("read")
action.add(create TargetMatch(TargeMatch. ACTION, actionMatchld,actionDesignator,actionValue));

retum new Target(subjects,resources,actions);

}

6 XACML Sehis b g LR

<Policy Policyld="TimeRangePolicy"RuleCombiningAlgld="ordered-permit-overrides">
<Description> R4 Hi 452 42 BB HR 45O B3 T3 HLdk A% S 5k = 89 A BB 4R F</Description>
<Rule Ruleld="OnlyThisPeoplesAlways"Effect="Permit">
<Target>
<Subjects>
<Subject>
<SubjectMatchMatchld="urn:oasis:names.tc.xacml:1.0:function:string-is-in">
<AttributeValue DataType="http://WWW .W3.0org/2001/XMLSchema#string">title=manager</Attribute Value>
<AttributeValue DataType="http://WWW.W3.org/2001/XMLSchema#string”>title=staff and name=zhangsan</Attribute Value>
<SubjectAttributeDesignator Data Type=""-- #string" Attnbuteld="urn:oasis:names:tc:xacml:1.0;subject:subject-attnibutes”/>
</SubjectMatch>
</Subject>
</Subjects>
<Resources>
<ResourceMatch Matchld="um:oasis:names.tc:xacml:1.0function:string-is-in">
<Attribute Value DataType="http://WWW . W3.0rg/2001/ XML Schema#string">F<Attnbute Value>
<ResourceAttributeDesignator DataType="--- #string" Attnbuteld="um:oasis:names.tc:xacml:1.0:resoutce:attnbutes”/>
</ResourceMatch>
</Resources>
<Actions>
<Action>
<ActionMatch Matchld="urn:oasis:names.tc.xacml:1.0:function:string-equal ">
<Attribute Value DataType="http://WWW .W3.0rg/2001/XMLSchema#string">read</Attribute Value>
<Attribute Value Designator DataType="--- #string” Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"/>

</ActionMatch>
</Action>
</Actions>
</Target>
</Rule>
</Policy>
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<Rule Ruleld="DenyAllAction"Effect="Deny">
<Target>

<Subjects>

<Subject>

</SubjectMatch>
</Subject>
</Subjects>
<Resources>

</ResourceMatch>
</Resources>
</Target>
</Rule>

<SubjectMatch Matchld="urn:oasis:names.tc.xacml:1.0:function:string-equal’>
<Attribute Value DataType="http://WWW.W3.0rg/2001/XMLSchema#string">a</Attribute Value>
<SubjectAttributeDesignator DataType=""--#string'|Attributeld="urn:oasis:names.tc. xacml: 1.0:subject:subject-name"/>

<ResourceMatch MatchId="urn:oasis:names:tc.xacml:1.0:function:string-equal ">
<AttributeValue DataType="http://WWW .W3.0rg/2001/XML Schema#string">F</Attribute Value>
<ResourceAttributeDesigrator DataType="--- #string” AttnbuteIld="urn:oasis:names:tc:xacml:1.0:resource.name"/>
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